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OCEG is a global, nonprofi t think tank and community. We invented GRC.

We inform, empower and help advance more than 80,000 members on governance, risk 
management, and compliance (GRC). Independent of specifi c professions, we provide content, 
best practices, education, and certifi cations to drive leadership and business strategy through 
the application of the OCEG GRC Capability Model and Principled Performance. An OCEG 
differentiator, Principled Performance enables the reliable achievement of objectives while 
addressing uncertainty and acting with integrity.

Our members include c-suite, executive, management, and other professionals from small and 
midsize businesses, international corporations, nonprofi ts, and government agencies.

Founded in 2002, OCEG is headquartered in Phoenix, Arizona.
For more information visit oceg.org.

Protect your business and bottom line with smart GRC and security tools from SAP. 

Manage external risks and quickly adapt to changes in technology, regulations, and the economy 
with governance, risk and compliance (GRC) software from SAP. 

Our automated and integrated GRC solutions are organized into four categories: Three Lines of 
Defense, Access Governance, International Trade, and Cybersecurity. 

 Learn more at sap.com/products/technology-platforms/grc.html 

Trademarks
OCEG, the OCEG logo, and Principled Performance are registered trademarks of OCEG in the United States.
SAP and the SAP logo are registered trademarks of Refi nitiv in the United States.



OCEG Playbook – Achieving Objectves in the Face of Risk

© 2019 OCEG © 2019 OCEG

OCEG Playbook – Achieving Objectves in the Face of Risk

21

In every case, risks such as these can grow in unexpected ways and with unanticipated speed. Notably, 
the four areas of risk identifi ed by the WEF are all risks that arise outside of the business, yet they 
are the ones that may have the greatest impact on the ability to achieve business objectives.Despite 
thisbeing the case, control failure within the business continues to be the primary focus of most risk 
management.

It is possible to stay vigilant and devise risk monitoring and assessment methods that take multiple 
factors into account, mapping risks to objectives and ensuring timely notifi cation of changes that 
may impact performance. Today’s CFOs should ensure that advances in risk management are being 
applied and that begins with having methods and tools for monitoring both changes and signals of 
coming potential changes in external risks. 

The Advantage of a Strong View of External Risks
Organizations that are better equipped to fully address the monitoring and management of risks 
that arise from events that occur outside of the organization - those that are part of the external 
environment and that can be devastating to the organization - are at a defi nite advantage over their 
less prepared peers. When the CFO, the executive team and board are equipped with information 
that enables them to focus on these potentially entity-threatening risks, they are better able to ensure 
the achievement of objectives and make strategic decisions that drive value. Successfully explaining 
the opportunities inherent in managing external risks separates high performing from stagnant 
businesses.

The CFO should ensure that Internal Audit is tasked with providing assurance regarding the risk 
management activities of the organization and confi rming both the adequacy of the designed controls 
and of their operation as designed. This depends on the ability to access actionable information 
about how risks are being identifi ed, monitored, assessed and controlled. With ready access to such 
information that is available today, Internal Audit can provide the assurance and insight that the CFO, 
executive team and the board require. 

Political upheaval, environmental events, market shifts, technology developments, societal change, 
new regulatory requirements and other external impacts can force a swift change in strategy or even 
call for an alteration of short- and long-term objectives. Without the confi dence that he or she is being 
provided with the right information about these risks at the right times, the CFO is operating in the 
dark, or at best in the shadows. With the right information at hand, decisions can be made swiftly and 
with confi dence while opportunities are exploited.

The CFO’s Emerging Role in Risk Management
Type “CFO role in risk management” into a search engine and you’ll fi nd articles and studies from 
years ago through today, all focusing on moving risk management from defense to a role that helps 
to create value. Big 4 and business consulting fi rms, analysts, academics and thought leaders all have 
been highlighting the role of risk management and its relationship to the setting and achievement of 
organizational objectives. CFOs, with their focus on objectives and how they affect the bottom line 
have been told for the better part of a decade that they must be able to assess risks, determine where 
chances should be taken and defi ne limits for the organization overall to protect and grow value. 

Start with the Goal of Principled Performance 
In most organizations today, the CFO plays a key role in ensuring that the organization can reliably 
achieve its objectives. Performance against objectives is not something that can be managed in 
isolation – it demands concurrent management of uncertainty and commitment to acting with 
integrity. This enables the achievement of what OCEG calls Principled Performance.

Operational managers and those tasked with risk management are often focused on conducting 
risk assessments, defi ning controls and then working to prevent and correct identifi ed failures of the 
controls put in place to contain risk, but this is only a small part of what can and must be done to keep 
the organization on a smooth path to the strategic setting and achievement of objectives.

While control failure continues to present signifi cant risks for most organizations, too many risk 
managers focus most of their efforts on addressing this issue and fail to adequately attend to the 
external challenges the organization faces. As organizations become more diverse, more global in their 
business scope and more sensitive to rapidly changing environments of operation, risk management 
must be more interconnected. Those that establish consistent methods and adopt technologies to 
provide agility and resilience in the face of change are at a distinct advantage.

Grasp the Opportunity – Handling the Complexity of Ever-Changing Risk
Addressing the need for resilience, the World Economic Forum (WEF) report “The Global Risks 
Landscape 2018”, notes an example of the diffi  culty of seeing coming risks: 

"In a deeply interconnected world, stresses and shocks propagate across 
systems in ways that evade forecasting. Climate change is linked to the Syrian 
civil war, which is connected to heightened concern over immigration, which 
precipitated Brexit."

Complexity itself -- in business structures and relationships, regulatory actions and interconnected risk 
events – when managed through understanding of complexity theory and application of the right tools 
and methods is an opportunity.

The WEF Report highlights four key global risks in 2018 that 
will continue to be prominent in coming years: 

Environmental risks including climate change, biodiversity loss, and pollution
Cybersecurity risks in both volume and disruptive potential such as attacks on infrastructure
Economic risks increased global indebtedness, limited policy controls and disruption from automation
Geopolitical risks weakened multilateral rules, rising tensions between nations and changing
alliances, and rising nationalism

Clearly seeing external risks –
Where to begin?
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Despite this near constant drumbeat, many CFOs continue to lack the skills, motivation and tools to 
oversee or take a hands-on role in managing risk and anticipating the impact of risk events before they 
occur. They are simply unable to identify and warn of disruptions – to prevent surprises – which is an 
essential aspect of the CFO’s duty to the board audit committee and the senior executive team. 

In contrast, today’s successful CFOs develop the skills and ensure the availability of tools that enable 
true risk-aware strategic planning and growth. Beyond setting the ‘tone at the top’ regarding risk 
appetite and tolerances, these CFOs ensure that the risk management capabilities of the organization 
are well aligned to its objectives and serve to provide early warning of potential disruption to 
established plans. 

Relying on Internal Audit
In Deloitte’s second-quarter 2018 CFO Signals survey, 172 North American CFOs reported on the 
scope of their responsibilities, indicating that more than half are taking on greater responsibility over 
enterprise risk management and that in doing so they rely upon reports from internal audit. 

But how well is the CFO being informed about risks beyond failures in fi nancial processes, which 
has been the mainstay of internal audit reporting for decades? Internal Audit has a key responsibility 
to provide assurance for every aspect of management, and yet for many years a hyper-focus on 
fi nancial risk (really the risk of fi nancial control failure) led to weak or virtually nonexistent attention to 
assurance for broader risk management design for identifi cation, monitoring and control of external 
risks. 

In OCEG’s 2017 GRC Measurement and Metrics Survey, most CFO respondents indicated that 
they were not very confi dent about how risk management in their organizations was designed and 
operated, or how well it supported strategic planning. They also weren’t fully confi dent that Internal 
Audit was assessing risk management design and operation. Only 20% reported feeling very confi dent 
that they had the right metrics to determine that the organization had the right actions and controls 
in place to address identifi ed needs for risk management, that they had the information they needed 
to conduct effective ERM analysis, and that there was suffi  cient ability to audit and provide assurance 
about the effectiveness of risk management entity-wide. 

Notably, CFOs and other executives in organizations that were more advanced in the establishment 
of integrated GRC processes and technologies had substantially higher rates of confi dence in both 
the metrics in place and the information about risk that they needed to make informed decisions. By 
ensuring that internal audit could access actionable information, they were able to gain a more reliable 
view of the effectiveness of risk management. 

Improving the View of Risk
Still today, many CFOs report that they aren’t confi dent that they are getting a full view of risks, 
especially external risks, and how the organization is managing them, even while knowing that this 
information is critical if the organization is to stay agile and resilient in its pursuit of its objectives. So, 
what should they be asking? What information do they need to support a level of confi dence on which 
executive and board decisions can be based? And how can they best collect, manage and analyze this 
information? This Playbook seeks to answer those questions and provide some tools to assist in the 
effort of learning the information needed to ensure risk intelligent strategic planning and achievement 
of objectives. 

Scope of this Playbook 
The risk information needs of the CFO include both internal and external drivers and risk factors. The 
area that has challenged many organizations is the oversight and management of externally driven 
risks and this Playbook is limited in scope to address that need. The tools or “playsheets” that are 
provided may be adapted, however, for use in addressing internally driven risks as well. 
To do the job of ensuring that the organization can achieve Principled Performance, the CFO must 
know four things about managing externally driven risk:

1. Does the organization adequately monitor and document information about external risk events and 
factors that have been identifi ed as having a potential impact on objectives? 
2. Have those with responsibility for managing each risk or risk type and those in charge of business 
processes affected by such risks established a system of triggers, notices and reports to ensure that 
they respond to identifi ed changes as needed to maintain strong risk management? 
3. Is there an effective method of mapping each risk to related objectives, related business processes, 
established controls and other relevant information? 
4. How can the organization best organize this critical information to ensure that it is agile and 
responsive to change in a way that enhances the reliability of the achievement of objectives?

The Playsheets 
The playsheets may be adapted to fi t the needs of each organization. 

Playsheet 1: External Risk Monitoring Questionnaire asks about methods of gaining information 
about external events/changes and current use of external services/software for each identifi ed risk. 
This playsheet should be used to address the four key external risk areas of Economic, Environmental, 
Cyber and Geopolitical Risk. Users might also defi ne additional or different risk categories and 
establish similar questionnaires.

Playsheet 2: External Risks Mapping Questionnaire asks about mapping of each risk to related 
objectives, business processes, controls and notifi cation triggers/methods. This may be used to 
gather information needed to maintain an overview, or to encourage such mapping activity in less 
mature entities.

Playsheet 3: Risk Monitoring Technology Selection Questionnaire asks about features to support 
external risk monitoring and analysis when reviewing software in use (internal or as a service) or 
evaluating new services/systems dedicated to one risk type or used across all risk types.

Playsheet 4: CFO External Risks Overview summarizes information gained from the two external 
risk questionnaires and additional information that the CFO should have to fully develop an overview 
of risk – sample data shows how the spreadsheet can be used to gain an overall view across the 
organization. This information might also be confi gured within a GRC risk management system.
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Use Cases for External Risks Playsheets
The four external risk categories identifi ed as top concerns in the World Economic Forum (WEF) report 
entitled “The Global Risks Landscape 2018” cover a wide range of potential risk events and conditions. 
Some organizations might also establish additional categories of external risk, such as technology, 
social, etc. and these may be added to the playsheet categories.

As CFO, you should ensure that a complete list of risks relevant to your organization is developed 
and that each type is appropriately addressed. For each risk type, ensure the following activities are 
undertaken:

• Determine what business objects, activities and units may be affected
 • Assess the level of potential impact to each objective, activity and unit
 • Establish an acceptable level/limit for each with thresholds and tolerances
 • Establish a target level of knowledge required for each
 • Establish an appropriate level of assurance for each

Economic Risks
• Economic conditions in areas of operation
• Industry conditions and pricing pressure
• Debt availability and interest rate environments
• Wages and other labor cost fl uctuations
• Market price fl uctuations
• Cost of materials fl uctuations
• Currency and exchange rate fl uctuations
• Investment regulations changes
• Trade credit risk
• Economic sanctions
• Tax and duty changes
• Global fi nancial crises

Geopolitical Risks
• Political instability
• Government ideology and policy change
• International relations status
• Geographic business environment
• Social instability
• Security environment (war, crime, terrorism, violence, etc.)
• Capital repatriation
• Physical risk to executives/employees/agents (kidnapping, wrongful imprisonment, attack)
• Surges in immigration and refugee movement

Cyber Risks
• Industry incidents and patterns
• Cyber-physical attacks (infrastructure damage, systems hijacking) 
• Emerging attacks (botnet infections, new viruses or methods)
• Digital footprint/brand protection 
• Data loss (on social media, dark web, etc.)
• Reputation (impersonation, etc.)
• Vendor/Third Party vulnerabilities
• Cloud vulnerabilities (ransomware service attacks)
• Weaponization of IA (spear phishing, evading security)
• Mining cryptocurrency (hijacking use of computers)

Environmental Risks
Major event (e.g. weather conditions, catastrophic natural disasters) 
with potential immediate impacts such as:
• Supply chain disruption
• Materials disruption
• Workforce disruption
• Distribution disruption
• Damage to operating locations

Long term projections (e.g. climate change, major regulatory shift) 
with potential existential impacts such as:
• Strategic impact 
• Resource availability changes
• Product demand changes
• Rising cost and decreasing effi  ciencies
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Playsheet 1: External Risks Monitoring Questionnaire

Risk category1: Risk Type2: 

Monitoring Methods
Responsible 

Departments4 Schedule5 Notifi cations:
Yes or No6 Sources Used7

In-house Review of media 
reports (print and online)

In-house review of industry 
association newsletters 

and trade journals

In-house review 
of governmental 

announcements/rule 
changes/action notices/

other governmental 
information sources

Collaboration and sharing 
of information with 

industry peers

Use of outside consultant/
law fi rm for monitoring and 

analysis

Use of content service for 
consolidated information 

on a specifi c risk type 
subset

Use of software as a 
service for monitoring/
analysis of specifi c risk 

type subset 

Other (please describe)

In-house review of openly 
available databases

In-house review of 
subscription or purchased 

databases

In-house review of home 
government agency 

analyses

In-house review
of social media 

Purpose

Respondents

This questionnaire is used to develop a complete view of the methods currently being 
used for monitoring [insert category] risks that arise outside of the organization. 
Ensuring that such external risks are identifi ed and evaluated as they change is 
essential to our organization’s ability to reliably achieve its objectives while addressing 
uncertainty and acting with integrity. 

Information is requested from two source categories – risk managers who have been 
designated with responsibility for monitoring this type of external risk (or a portion 
thereof) who are not located within a particular business process, and business process 
managers who also may have such responsibility to monitor for potential impact. 

Additional Risk Monitoring Questions

Has a risk assessment been performed for this risk type?

Yes No Planned for _________ /__________ 

If yes, indicate the risk level defi ned for this risk type3:

High Medium Low

Have the monitoring methods put in place for this Risk Type been selected on the basis of the risk ranking 
established by a risk assessment?

Yes No

Responsible Party Name and Title: 

Business Process Manager Name and Title: 

Responsible Party Department: 
(if Responsible Party is fi lling out this form) 

Business Process: 
(if Business Process Manger is fi lling out this form) 

Date of Questionnaire Completion:

1 Use Economic, Environmental, Geopolitical, Cyber or other category as established
 by your organization.
2 Use the types under each category as established by your organization. 
3 Use the risk ranking terms applied in your organization

4 List all departments that undertake this task with regard to the risk type listed.
5 Indicate continuous, daily, weekly, monthly, quarterly, annually, no established schedule
6 Indicate if there are automatic notifi cations established to inform the assigned person  
 in the responsible department(s) when there is new information available that should  
 be reviewed for impact.

7 Identify the sources used in each monitoring method, e.g. what media sources,
 what databases, what consulting fi rms, what content sources, what Saas, etc. and
 if more than one department undertakes this task identify the sources used by   
 each department.

7 8
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Integration/Collaboration

 How does this system integrate with other systems in order to identify / utilize e.g. key risk   
 indicators?

 How does this system support an integration of our risk and control environment?
 How does this system utilize workfl ows and automation?
 Does this system have automated risk level calculation based upon impact and probability?
 How does this system support both qualitative and quantitative analysis methodologies?
 Does this system have a security model that grants and monitors access with an audit trail? 

Reporting
 Does this system aggregate risk information across multiple levels / organizations?
 How does this system support real-time and mobile reporting?
 How does the reporting function support customization and views for different users and   

 purposes? 

Intelligent Technology Capabilities
 What tasks can (and can’t) be automated by this system? (e.g. risk identifi cation, trigger and   

 notifi cations, risk response, scheduled reports, workfl ows)
 How does this system use artifi cial intelligence? (e.g. machine learning, blockchain, robotic   

 process automation, predictive analytics)

Purpose When the process of monitoring and assessing changes in external risk conditions 
depends too heavily on siloed operations with manual methodologies, records are 
diffi  cult to consolidate and inefficiencies abound which strain budgets and reduce 
visibility. This task is best addressed by the application of purpose-built technology for 
risk monitoring and management, which may involve the use of multiple systems or 
modules within an integrated system. The questions below relate to key characteristics 
you should look for in technology. You can use these questions when reviewing the 
quality of technologies currently in place in your organization or when acquiring new 
systems. 

Playsheet 3: Risk Monitoring Technology Selection Questionnaire

9

Risk Title1

Affected Business Processes6

Established Management 
Actions and Controls7

Notifi cation Triggers/Methods8

1 Use the same risk title here and in the External Risk Monitoring Questionnaire.
2 The target level of knowledge should be based on a risk assessment so that high
 concern risks have a greater target level of documented knowledge. For example, a 
 low level risk knowledge target might include only tracking of incidents,   
 determination of cause and resolution while a high level might require knowledge of  
 potential contributing factors, vulnerability assessments, operational history and
 incident identifi cation and tracking for each component that may contribute to   
 realization of the risk, as well as frequent, timely high level reporting and oversight.
3 Use Objective descriptions provided by the organization as defi ned at the entity,   
 department or project level

4 Identify if the objective is entity, departmental or project level
5 Use risk assessment outcome levels established in your organization, e.g. high,   
 medium, low
6 Identify business processes known to be potentially affected by the risk
7 List the established management actions and controls for the risk (Indicate if some  
 are applied only in certain business process areas)
8 Indicate any established triggers and methods for notifi cation to those responsible  
 for managing the risk and related management actions and controls when something 
 changes that may require revisiting of risk assessment, controls or objectives

Criticality of Objective5

Actual level of Documented Knowledge 
of Risk Status Info (H/M/L)

Objectives3

Objective Level4

Target level of Documented Knowledge 
of Risk Status Info (H/M/L)2

Playsheet 2: External Risks Mapping Questionnaire

Purpose

Respondents

Responsible Party Name and Title: 

Business Process Manager Name and Title: 

Responsible Party Department: 
(if Responsible Party is fi lling out this form) 

Business Process: 
(if Business Process Manger is fi lling out this form) 

Date of Questionnaire Completion:

Maintaining mapping between objectives, related risks, affected business processes 
and established management actions and controls is an essential step in establishing 
risk management maturity. This questionnaire is used to gain the information necessary 
for the organization to develop a complete external risk management view so that we 
can ensure that any needed changes in risk assessments and responses are identifi ed 
and evaluated in a timely fashion. 

Information is requested from two source categories – risk managers who have been 
designated with responsibility for monitoring this type of external risk (or a portion 
thereof) who are not located within a particular business process, and business process 
managers who also may have such responsibility to monitor for potential impact.
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Risk Category
(Forces driving 
business risks)

Identify impacted 
product, 

facility,organization/
geography

Risk Title Identify Responsible 
Business Owner

Enterprise Business 
Objective

Target level of 
Documented Knowledge 

of Risk Status Info 
(H/M/L)

Criticality of 
Business Objective

(H,M,L)

Actual level of 
Documented 

Knowledge of Risk 
Status Info (H/M/L)

Identify Related Business 
Activities/Processes

(APQC)

Target Level of 
Assurance of 

Knowledge Level 
(H/M/L)

Actual level of 
Assurance of 

Knowledge Level 
(H/M/L)

Attack shuts 
down power 

grid 

Chief Security Offi  cerMinimize business 
interruption

H Deliver Products and Services
Cybersecurity

Counterfeit 
website and 

communications

CEOMaintain Customer 
Confi dence

M Manage External 
Relationships

Cybersecurity

Cost of 
materials 
increase

Chief Operating Offi  cerMinimize cost of 
production

M Develop and manage 
Products and services

Economic

Inaccurate 
forecasts due 

to fi nancial 
and economic 

conditions

Chief Financial Offi  cerAchieve Reliable 
Financial Reporting

H Manage Financial Resources

Economic

Cloud service 
interruption 

due to weather 
events

Chief Risk Offi  cerMinimze Cloud Service 
Interruptions 

H Manage Customer Service

Environmental

Protectionist 
trade policies 
limit revenues 

Chief Marketing Offi  cerMaximize Revenue M Manage External 
RelationshipsGeo-Political

Immigration 
restrictions 
imposed on 

needed talent

Chief Human Resource 
Offi  cer

Develop and manage 
products and services

M Develop and manage human 
capitalGeo-Political

Playsheet 4: CFO External Risks Overview
Purpose This Playsheet (containing some example information) offers a template for how 

a CFO might maintain an Overview of External Risk information It could include 
all identifi ed external risks or only those that meet a particular risk threshold. The 
Overview also could include additional information such as Performance Level of 
Business Activities/Processes, Name of Formal Assurance Provider (internal or 
external), Level of Known Defi ciencies, and Actions Required.

Failure to 
achieve 

climate change 
or energy 

consumption 
targets

Chief EHS Offi  cerAchieve Environmental 
Compliance

M Manage Environmental Health 
and SafetyEnvironmental

12
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