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1 Changes in the Fourth EU AML Directive 
 

“To improve is to change; to be perfect is to change often.”i 
- Winston Churchill 

 
 
Our world is changing and we have a new legislation to consider in our line of business. The money 
laundering and terrorist financial prevention act has been passed called the Anti-money laundering act 
(AML act). It is the European Union Fourth Anti-Money Laundering Directive (4th AML directive) 
enacted on 25 June 2015 that replaces the Third EU AML Directive, meaning that all EU member states 
must be compliant by 26 June 2017. It is called “the most sweeping AML legislation in Europe in several 
years”ii. 
 
This 4th AML directive applies to various businesses of all sizes conducting transactions so called 
“obliged entities”iii. It includes everything from banks, stores and currencies exchanges, to gaming 
companies, layers, notaries, accountants and real estate agents among others. It also applies to a 
provider of goods, when payments are made in cash in excess of €10,000.iv On a National level the cash 
amount can be lower.  
 
There are challenges facing these business proprietors in meeting the requirements of the Fourth EU 
AML Directive. This white paper aims to outline the key changes compared to the Third EU AML 
Directive and discusses the importance of having a solid risk based system solution, such as Trapets 
InstantWatch AML and KYC, that allows you to meet the new standards and challenges ahead. 
 

1.1 Key changes 

Money laundering (AML) and terrorist financing (CFT) is part of many diverse types of crime. It is a 
criminal act when illegal money is laundered through business proprietors and legal or illegal money 
are used to finance terrorism in the world. There are several new features that we need to be aware 
of in the Fourth AML Directive compared to the Third EU AML Directive. The key changes arev: 
 

 Emphasis on ultimate beneficial ownership and enhanced customer due diligence (CDD). 
 Expanded definition of a politically exposed person (PEP). 
 Cash payment threshold lowered to €10,000 but can be lower on a National level. 
 Expanded to include entire gambling sector beyond just casinos. 
 Enhanced risk-based approach, requiring evidence-based measures. 

 

2 Knowing your customer (KYC) and business 
According to the 4th EU AML Directive as a business proprietor you are required to review and verify 
the identity of your customers through enhanced CDD for situations associated with higher risk. You 
are also obliged to monitor the financial transactions of your customers and report suspicious 
transactions to the authorities. This helps the authorities identify criminal acts and by doing so counter 
act corruption, reduce unfair competition and hopefully improve society’s welfare. 
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The key issue for all business proprietors is still that they must know their customers. This is among 
other things done by checking the identity of the person or company that they have a business 
relationship with. It is also important to determine the purpose and nature of a transaction made by 
the person or company and sometimes even determine the origin of the money that is involved. 
Examples of questions that should be risk assessed by the business proprietor are still; 
 

o Where does the money come from? 
o Why is this transaction done? 
o Who is doing the transaction? 
o With whom is the transaction done? 

 
If there is a suspicion that the transaction could be money laundry or terrorism financing all business 
proprietors are obliged to report it without delay to the financial intelligence unit (FIUs). Regardless of 
whether they have completed the transaction or had the opportunity to decline. All reporting is 
confidential. 
 
Currently financial professionals can take advantage of simplified due diligence rules for transactions 
originating from areas on the EU member states’ list of “equivalent” third countries. The 4th AML 
Directive favours a more risk-based approach, with enhanced efforts targeted at higher risk sectors, 
with regard to CDD. 
 
News in the 4th AML Directive is that tax crimes are now added to the list of predicated offenses for 
money laundering and should be reported to the national authorities. To include tax crime as a 
predicated offense is intended to consolidate the EU member states national authorities and make it 
easier to cooperate across borders. The Directive also reinforces administrative sanctioning powers of 
the national authorities and requires cooperation between national authorities on cross-border cases. 
 

2.1 The risk based approach 

The scope regarding risk-based approach is wider with the 4th AML Directive than in the Third. It is 
interesting to see the difference in usage of the word “risk”. Just by searching it in the Directives you 
can find that it appears 149 times in the Fourth as compared to 36 times in the Third. The new 
regulations have wide ranging effects particularly in risk assessments and Customer Due Diligence. 
 
Business proprietors included in the Fourth EU AML Directive are obliged to make their own risk 
assessment for their line of business.vi This means that they should have a written risk assessment for 
how their line of business could be used for money laundering and terrorism financing. It is no longer 
enough to cross of a checklist for how a risk assessment should be done. In the Fourth EU AML 
directive, a new term is introduced which is “a holistic risk based approach”. It involves the use of 
evidence-based decision-making to target the risk of money laundering and terrorist financing facing 
the Union and those operating within it more effectively.”vii 
 
The legislators urge the business proprietors to have risk assessments made for anti-money laundering 
and countering the financing of terrorism (CFT). What kind of risk assessment you should focus on 
(AML, CFT or both) depends on what kind of business you have. The holistic approach includes, besides 
monitoring transactions, to look for deviations in a customer’s behaviour. 
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2.2 PEP and sanction screening 

Foreign PEPs have a high-risk status in the Third EU AML Directive and with the Fourth EU AML 
Directive the PEP definition is expanded to also include all national PEPs as being high-risk customers 
due to the risk exposure attached to their positions. 
 
The definition of a PEP is a “natural person who is or who has been entrusted with prominent public 
functions.”viii The definition is far reaching and goes beyond the individual himself to include family 
members and close associates. According to the Fourth EU AML Directive the PEP status should be 
applied for a period of 12ix months after they leave office. Middle-ranking or more junior officials are 
not included in this definition. After a risk assessment, the period could also be prolonged. 
 
Screening against PEP and sanction lists is encouraged in the Fourth EU AML Directive when on 
boarding a client and also during the ongoing customer relationship. As a business proprietor, a key 
factor is to use independent PEP screening lists as a complement to asking your customer if they are a 
PEP, a family member or close associate to a PEP. Regarding sanction lists there could be several to 
consider depending on what type of business you have. Some of the most common used sanction lists 
in the EU are United Nations Consolidated (UN)x sanction and EU Global sanctionxi. 
 

2.3 Beneficial owners register (UBO) 

The Fourth EU AML Directive states new rules on beneficial ownership identification and record 
keeping requirements regarding ultimate beneficial ownership. This means that a list of beneficial 
ownerships is to be made in every member state. The list will contain records of ultimate beneficial 
ownership reported by the obliged entities in that state.  
 

3 Solid risk based system solution 
 
The work to implement the 4th EU AML Directive in to national law is still in progress and hopefully by 
the middle of the summer it will all be in place accompanied with national guidelines for the affected 
business proprietors. To be compliant with the upcoming legislation it is important for every obliged 
entity and system solution provider to meet the requirement of a solid risk based system solution for 
dealing with AML and CFT. 
 

3.1 InstantWatch platform 

For business proprietors, to meet the requirements of the new legislation and report suspicious 
transactions and behaviours, it is essential to know your customer and risk assess your business. 
Trapets has developed the surveillance and compliance platform InstantWatch (IW), which is one of 
the most modern, powerful and user friendly platforms in the world for automatic surveillance and 
compliance regarding monitoring anti-money laundering, market abuse, and solutions for global PEP- 
and sanctions list screening. 
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The risk assessment is the key foundation in a risk based system solution and encouraged by the Fourth 
EU AML Directive. It means that the risk result in your system solution should mirror your produced 
risk assessments for your line of business. To accomplish that Trapets system InstantWatch AML 
(IWAML) provides several types of pattern analysis that can be applied for noticing deviant behaviours 
in your customers’ transactions and accounts that need to be investigated more.  
 
To be more precise, the system IWAML analyses the flow of financial transactions in real time or batch 
and alerts according to a configurable rule system. The AML module provides automatic surveillance 
against money laundering and terrorist financing. The system performs an automatic risk calculation 
of customers, accounts, and transactions factoring in properties such as nationality, country of 
residence, account type, and product providing the basis for the risk analysis. Business proprietors´ 
customers will automatically be placed into risk groups by the software with the system’s automatic 
monitoring module performing advanced pattern analysis of each transaction. For example, you can 
monitor a specific group like UBO s or PEP s with a higher risk calculation in the AML module. 
 
The AML module also provides you with a case management solution where you can work on your 
investigation and gather all the necessary data you need to decide to report or not. For example, if you 
need to know more about your client’s intention for a money transfer then perhaps a letter from the 
client stating the origin of a suspicious money transaction can dismiss the doubt and be proof to the 
authorities that you have made an enhanced CDD according to your obligations by the AML act. This 
letter could be added to your created case in the system among other things including records, notices 
and transaction history etc. 
 
If your suspicions remain after your investigation then you have the obligation, without delay to report 
it to the financial intelligence unit. Regardless of whether you have completed the transaction or had 
the opportunity to decline.  InstantWatch AML is also integrated with the software for United Nations 
Office on Drugs and Crime (UNODC) called go AMLxii, enabling you to report suspicious activities 
electronically to relevant authorities. 
 
 

3.2 Editorial PEP lists´ and sanction screening 

Trapets has its own editorial personnel that review the PEP lists so that PEPs and RCAs are edited 
according to the Fourth EU AML Directive. This list is called PEP Edge and is well recommended when 
screening your customers in the Nordic region. PEP Edge has 100 % coverage on PEPs located in the 
Nordic regions due to the usage of a combination of social security numbers (SSN) together with PEP’s 
names. Screening of end customers are often made on a daily basis in Trapets system solution 
InstantWatch KYC. Hits from the lists can be connected to the transaction monitoring and case 
management system, InstantWatch AML or if required handled in the business proprietors´ own 
system solutions. 
 
Screening customers against sanction lists is a necessity for obliged business proprietors. This 
screening can be done daily in the system solution InstantWatch KYC and also be automatically 
connected to your onboarding process when taking on a new client. The sanction lists that you screen 
against are UN Consolidated and EU Global. To daily screen your customer base is something unique 
in Europe but more or less a standard in the Nordic region for banks, financial institution, investment 
firms and mutual fund companies. 
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4 Conclusion 
 
The 4th EU AML Directive will soon be implemented in the EU member states and we all have the 
obligation to comply with the new legislation. How the impact will be for precisely your business 
depends on what business you have. To know your customer and monitor behaviours and transactions 
is a key issue for obliged business proprietors. A solid risk-based system solution could be the right 
choice for helping you meet the legislator’s requirements of fighting financial crime and terrorism. 
 

 
 
 
 
 
 

 
 
 
 
 
 
 
About Trapets AB 
 
Trapets AB is Sweden’s pre-eminent provider of market leading AML, KYC and Trading Surveillance solutions and associated 
technologies. Uniquely Trapets can provide Outsourced Trading Surveillance (OTS) where a team of experts within Trapets 
perform the operational surveillance tasks on behalf of the client including detection, investigation, and documentation and 
reporting of suspicious transactions and orders. The company also offers exemplary advice on the ‘best fit’ compliance 
solutions for the capital markets accompanied by fully project managed implementation, consultancy and maintenance 
services. 
 
 
 
 
 
 

i https://www.brainyquote.com/quotes/quotes/w/winstonchu138235.html 
ii http://www.acams.org/aml-resources/eu-fourth-aml-directive/ 
iii Chapter 1, section 1, article 2, paragraph 1. http://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=OJ:JOL_2015_141_R_0003&from=EN 
iv Paragraph 6. http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:JOL_2015_141_R_0003&from=EN 
v http://www.acams.org/aml-resources/eu-fourth-aml-directive/ 
vi Chapter 1, section 2, article 8. http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:JOL_2015_141_R_0003&from=EN 
vii Paragraph 22. http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:JOL_2015_141_R_0003&from=EN 
viii Chapter 1, section 1, article 3, paragraph 9. -  http://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=OJ:JOL_2015_141_R_0003&from=EN 
ix Chapter 2, section 3, article 22. http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:JOL_2015_141_R_0003&from=EN 
x https://www.un.org/sc/suborg/en/sanctions/un-sc-consolidated-list 
xi https://data.europa.eu/euodp/en/data/dataset/consolidated-list-of-persons-groups-and-entities-subject-to-eu-financial-sanctions 
xii http://goaml.unodc.org/ 

                                                           


